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How to verify your company’s bank
and address information with DIRO

Purpose:

The purpose of this help guide is to provide instructions on how to complete the verification of your company’s bank and
address information for invoice payments as well as provide further information around the verification process through
DIRO and providing reassurance around the data security around this process.

Scope:

e What does DIRO do for CBRE?

e How does the DIRO verification process work?

e Accessing DIRO

e Generating the DIRO verification code

e Submitting the Onboarding Form

e Re-submitting the application if bank/utility details could not be validated
e Who can see my data?

e What data is being stored by DIRO and CBRE?

e How does my password remain private?

e About DIRO’s information security and certifications
e Help available

e  Useful links for further information

What does DIRO do for CBRE?

Prerequisite for any supplier who wants to work with CBRE is to go through a process of having their bank details and
address verified.

For this CBRE has partnered with DIRO, a leading provider of bank and address verification services, to implement the
Supplier Shield: DIRO Verification Process. The purpose of this process is to prevent fraud and money laundering activities
by identifying fraudulent parties before entering a business relationship with them. DIRO's address and banking verification
process is trusted by Fortune 500 and Tier 1 global banking institutions.

The process of verifying supplier’s address and bank information is not new, but the method of how CBRE is doing it is. The
old process of sharing PDF or bank letters is open to tampering and fraud through simple Photoshop, where DIRO’s
process helps to capture data directly from the original online source.

The scope of the DIRO process includes verifying the supplier's address details through a utility statement and the bank
account number directly with the bank online source. CBRE uses the verified information from DIRO to compare against the
information the supplier has provided in their Supplier Shield onboarding documents.

How does the DIRO verification process work

Within the Onboarding form, use the link provided to be taken directly to the DIRO page. Save your onboarding form
before clicking the DIRO link. On the DIRO page (https://cbre.diro.io/), follow the instructions and verify your company’s
address and bank information by clicking on the verification buttons.
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In each verification session, there are on screen instructions on what to do and what information will be captured and
shared with CBRE. Make sure that you verify only the data that was provided on the onboarding form for matching
purposes.

Accessing DIRO

No account creation is required within DIRO - only a valid email address. After pressing “Go” the next page will request
Utility Bill Verification and Bank Account Verification. Complete each, and if additional time is needed to gather the info,
you can re-enter the DIRO verification with your email address on this page https://cbre.diro.io/.

Please note that the same email address must be used to re-enter the DIRO portal to avoid duplications.

C B R E Supplier Shield — Supplier Onboarding:
Bank account and address verification Powered by diro

Supplier Shield — Supplier Onboarding:
bank account and address verification [ Email B

To reduce the risk of fraud and ensure the timely and
accurate payment of invoices, you are required to verify your
bank account and proof of address.

Please enter your email to start or
continue a verification.

CBRE partners with DIRO for this process, the leading
provider of bank and address verification solutions trusted by
F500 and Tier 1 global banks.

Technologies and Registration | CBRE for further information.

Generating the DIRO Verification Code

Once you are logged in you will see the below screen. On the left you can find some useful information, a link to training
material, and some Frequently Asked Questions (FAQS).

To start the verification process, click on the green buttons to verify your address and bank account details.

CBRE Supplier Shield — Supplier Onboarding:
Bank account and address verification Powered by dJirO

Supplier Shield — Supplier Onboarding: 2 Click the green button to start the verification process. Ensure that your bank and

bank account and address verification address information entered in Coupa matches your utility bill and bank account.

To reduce the risk of fraud and ensure the timely and
accurate payment of invoices, you are required to

verify your bank account and proof of address.
Address verification e
CBRE partners with DIRO for this process, the leading Verification code

provider of bank and address verification solutions
trusted by F500 and Tier 1 global banks.

Please review CBRE's help guides at: Suppliers Supply Bank account verification @
Chain Technologies and Registration | CBRE for further Copy

information.
To finish your CBRE vendor onboarding at Coupa,
Frequently asked questions you'll need a verification code. This will be
provided after you've confirmed your address and
+ What information will be shared? bank account details.
[ Get support J
+ How does my password remain private?

How it works

=+ why should | trust DIRO? o Address verification (2 min demo)

-+ How DIRO creates a new global standard? Bank verification (2 min demo)

Verification code (1 min demo)

Help Guide with FAQ
DIRO Trust Center
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a) Address verification

When you click on “Address verification” you will be asked to select your utility provider. Make sure the correct country
is selected. Type in the name of your utility provider in the search field for quick access.

Select your utility provider
Q Search (Internet, telephone, electricity, ga... =
.. TMobile USA >
t-mobilecom
Franklin Heating Station >
newsnetwerk mayoclinic.org
o Texas General Land Office >
glotexasgov
oy Cox Communications Inc >
coxcom [

Once you have found your provider and clicked on the logo/icon, you will see the following screen which shows an overview
of the next steps and confirms that only name, account number and address will be shared with CBRE. All other data will
be purged. It is important to note that your password remains private and will never be share with CBRE or DIRO.

In the rare case that your provider does not appear in this list, please scroll down all the way to the bottom of the list and
select “Google” where you can then search for your provider.

CBRE Supplier Shield -~ Supplier Onboarding
Bank account and address verification Powered by JifO

O, ©) ®

Login to your utility provider Download your latest utility Review and submit
provider statement

Only name, account number, and address will be shared with CBRE from this utility provider
statement. All other data will be purged.

Please click “Continue”. You will then be taken to the login page of your utility provider. If you need to see these
instructions again, you can click on the top right corner and this pop-up message will appear again.

Please log into your utility provider account and then download your latest utility statement per your provider’s

instructions. Make sure that the address you entered on the onboarding form matches your service address on your utility
bill. No private utility bills will be accepted, only utility bills with your company name and office address.
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Bank account and add

© PSEAG MyAccount-Signln X 4
«

a Please download your
C @ idmyaccount.pseg.com/oauth/ausxOhcr9diDSSbHe: 1/authorize?dient_id=Ooaxulbnje2jbdNme357&redirect_uri=https%3A%2F%2Fnj. myaccount pseg.com latest utility provider statement

@ PSEG

LOGIN

Usemame

The system will then automatically pull the relevant information, from your utility statement, over into Coupa without you
having to re-upload anything. Please note that only name, account number and address will be shared with CBRE. All
other data will be purged. Then click “Submit”. This will complete the address verification.

It is important to note that your password remains private and will never be share with CBRE or DIRO.

&

Document downloaded

Qsmm

- Name
= Account rumber —> CBRE
- Address

Cancel
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b) Bank verification

How to verify bank and address with DIRO

To verify your bank details, click on the second green button “Bank account verification”.

ount and addre

Supplier Shield — Supplier Onboarding:
bank account and address verification

To reduce the risk of fraud and ensure the timely and
accurate payment of invoices, you are required to verify your
bank account and proof of address.

CBRE partners with DIRO for this process, the leading
provider of bank and address verification solutions trusted by
F500 and Tier 1 global banks.

Please review CBRE's help guides at: Suppliers Supply Chain

Technologles and Reqistration | CBRE for further information.

Frequently asked questions

Address verification

Bank account verification

<+ what information will be shared? {

Get support

<+ How does my password remain private?
<+ Why should | trust DIRO?
<+ How DIRO creates a new global standard?

Learn more about DIRO's bank account and address
verification solutions.

Verification code

a

Copy

To finish your CBRE vender onboarding at
Coupa, you'll need a verification code, This will
be provided after you've confirmed your
address and bank account details.

How it works

o Addre erification (2 min demo)
.

verification (2 min dema)
varification code (1 min demo)
* Help Guide

Powered by CifO

As with the address verification process you will then be asked to select your bank and confirm.

Supplier Shield - S 't Onboarding:
Bank account and af fication

CBRE

Powered by ifO

Select your bank

Q Search

IP Morgan
Jpmorganchase.com

E Chase Bank
chase.com

Bank of America
bankofamerica.com

P wells Farao Bank

Only name, account number, address and routing number will be shared with CBRE from this bank statement. All other
data will be purged. It is important to note that your password remains private and will never be share with CBRE or

DIRO.

CBRE PROCUREMENT | PROPRIETARY & CONFIDENTIAL INFORMATION

©2024 CBRE, INC.



C B R E How to verify bank and address with DIRO

Supplier Shield - Help Guide Updated: 21. March 2024

ar Shield - Supplier Onboarding
count and address verification Powered by dirO
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Login to your bank Download your latest bank Review and submit
statement

Only name, account number, address, and routing number will be shared with CBRE from this bank
statement. All other data will be purged.

Powered by Ji©

Click “Continue”. You will then be taken to the login page of your bank. Please log into your account and then download
your latest bank statement. Please make sure that you verify the bank account number that was provided on the
onboarding form for matching purposes.

The system will then automatically pull the relevant information over into Coupa without you having to re-upload anything.
Only name, account number, address and routing number will be shared with CBRE. Then click “Submit”. This will
complete the bank account verification.

c) Generating the DIRO Verification Code
After completing both verifications, a Verification Code will automatically be generated. The code will be emailed to you at

the email address provided. You can then click on the “copy” icon, next to the verification code, to copy the code and then
enter the code into the “DIRO Verification Code” field found on the Supplier Onboarding Form.
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Shield - Su
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Supplier Shield — Supplier Onboarding:

bank account and address verification ificati P
Address verification Verification code

To reduce the risk of fraud and ensure the timely and
accurate payment of invoices, you are required to verify your G 8 W N B 7

bank account and proof of address. @
Bank account verification

CBRE partners with DIRO for this process, the leading Copy

provider of bank and address verification solutions trusted by

F500 and Tier 1 global banks. To finalize your submission on the Coupa

Add another bank account platform for CBRE, click 'Copy' next to the

i ' i . Suppliers Supply_Ch B
Please review CBRE's help guides at: Suppliers Supply Chain verification code or refer 1o the code we've sent

Technologies and Registration | CBRE for further information.

to your email.
Frequently asked questions
+ What information will be shared?
-+ How does my password remain private?
How it works
+ Why should | trust DIRO? Get support
+ Address verification (2 min demo)

= How DIRO creates a new global standard? « Bank verification (2 min demo)
Learn more about DIRO's bank account and address ¢ sl task: (min denol
verification solutions. * Help Guide

« DIRO Trust Center

Powered by CJifQ J

If you need support or are facing any challenges with the DIRO platform you can click on the “Get support” button and
outline your request and someone will get back to you, normally within a few hours.

Get support
Can't find my website Describe your issue
Can't login
Can't download

O Other issue

Submitting the Onboarding Form

Once everything has been completed and the Onboarding Form has no errors, the ‘Submit for Approval’ button will
appear. After hitting the submission button, the form will be in “Pending Approval” status.

CBRE PROCUREMENT | PROPRIETARY & CONFIDENTIAL INFORMATION ©2024 CBRE, INC.



C B R E How to verify bank and address with DIRO

Supplier Shield - Help Guide Updated: 21. March 2024
e —
Decline Save ‘ Submit for Approval '
0 Comments Mute Comments W

Enter Comment

Add File | URL

Send Comment notification to a user by typing @name (ex. @JohnSmith

Add Comment

§,scoupa supplier portal QUENNIE~ | NOTIFICATIONS @) | HELP

Home Profile Forecasts Orders Service/Time Sheets ASN Invoices Catalogs Business Performance Sourcing Add-ons

Setup

Your Profile formation Requests Performance Evaluation
CBRE - lllumina US Profile | CBRE - llumina US

Supplier External Form - V4 6

Pending Approval (]
Supplier Information

Illumina US

Re-submitting the application if bank/utility details could not be validated

In case CBRE could not validate your bank/utility details please check the information submitted and update your DIRO
Verification Code (if needed) before re-submitting for approval.

What if the DIRO Verification Code could not be validated

In case CBRE is unable to match your information with the DIRO verification code provided, please review, and correct the
DIRO verification code on your CBRE Profile Information on the Coupa Supplier Portal and resubmit for approval.

Who can see my data?

DIRO operates on a strict consent-based model, ensuring only selected data is shared with your explicit approval.
DIRO is a data processor, not a controller, and will purge all data after each verification.

In each verification session, it will be clear what data is captured and how it is used. Each session will provide prompts
detailing what data is captured and shared with CBRE after processing.

Importantly, DIRO never links to bank accounts or engages in any form of ongoing access or monitoring. Only one time
verification in each unique session is possible with DIRO’s technology.
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DIRO is aligned with GDPR, CCPA, and other privacy regulations.

What data is being stored by DIRO and CBRE?

For address verification only name, account number, and address will be stored by CBRE.

For bank account verification only name, account number, address, and routing number will be stored by CBRE.
DIRO is a data processor, not a controller, and will purge all data after processing and it has been shared with CBRE.

Sensitive information on the bank statement and utility bill like balance and transactional data is never captured or shared
with CBRE. Bank statements and utility bills are purged after processing.

How does my password remain private?

DIRO ensures your verification process is secure and private with end-to-end encryption. This means your sensitive
information, like passwords and login credentials, stays strictly between you and your bank — they are never shared with
DIRO or CBRE.

It is important to recognize that when it comes to security, your bank typically employs robust measures such as one-time
passwords (OTP) and multi-factor authentication (2FA/MFA). These safeguards are in place to protect your account and
information, reinforcing that you are always in control of your passwords and credentials.

During DIRO’s verification session, which focuses solely on confirming bank account ownership and proof of address, you
will never be required to provide your transaction password.

About DIRO’s information security and certifications

The DIRO platform is built with advanced security for privacy and safety. It adheres to high security standards and
undergoes regular audits by respected security professionals to maintain the strongest levels of information security.

DIRO also engages in thorough penetration testing and security assessments conducted by independent third parties. The
findings of these evaluations are shared openly with CBRE, and the reports can be made available to CBRE suppliers if
requested.

To learn more, or request reports, visit DIRO’s information security and compliance platform at https://trust.diro.io/.

DIRO Security Credentials:

e |SO 27001 Certification
e SOC 2 Type 2 Certification

DIRO Compliance:

e GDPR Compliance: Ensuring the protection of data for individuals within the European Union. View GDPR and
Privacy Overview at DIRO.

e CCPA Compliance: Alongside adherence to 12 additional comprehensive data privacy laws across various US
states, ensuring we meet the diverse regulatory requirements within the United States.

For reference, DIRO’s Terms of Use and Privacy Policy.

Help available

You can contact DIRO for inquiries and support at support@diro.io.
You also have the option to contact the DIRO support inside the verification portal at https://cbre.diro.io/ by clicking on the
“Get support” button.
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Furthermore, these video walk-throughs are available for you to watch within the DIRO application:
o Address verification (2 min demo)
o Bank account verification (2 min demo)
o Verification code (1 min demo)

You will also find a link to the CBRE training guides which contains a training guide dedicated fully to the DIRO process and
a link to the DIRO Trust Center.

CBR E Supplier Shield - Supplier Onboarding:
Bank account and address verification Powered by diro

Supplier Shield — Supplier Onboarding: R Click the green button to start the verification process. Ensure that your bank and
bank account and address verification address information entered in Coupa matches your utility bill and bank account.

To reduce the risk of fraud and ensure the timely and
accurate payment of invoices, you are required to
verify your bank account and proof of address.
Address verification
CBRE partners with DIRO for this process, the leading Verification code

provider of bank and address verification solutions

trusted by F500 and Tier 1 global banks
ers Supply. Bank account verification l:l
for further Copy

Please review CBRE's help guides at: Suf
Chain Technologies and Registration |

information,

To finish your CBRE vendor onboarding at Coupa,
Frequently asked questions you'll need a verification code. This will be
provided after you've confirmed your address and
bank account details.

+ What information will be shared?
[ Get support

S

How does my password remain private?

How it works

e Address verification (2 min demo)

+
<+ Why should | trust DIRO?
+

Bank verification (2 min demo)

How DIRO creates a new global standard?

Verification code (1 min demo)

Help Guide with FAQ

DIRO Trust Center

Further information and DIRO links

e  Utility bill verification *

Bank account verification

e Supplier onboarding use case

e How DIRO technology works

e DIROFAQ

e Global coverage in 195 countries

e DIRO and privacy

e DIRO Trust Center

Additional Materials and Support

For more helpful hints and tips and help guides on how to use Supplier Shield please visit the training section on the
Supplier Shield Internet page here.
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